Module description

Training
TRANSITS 1

Gaining a solid understanding in the main aspects of
working in an incident handling and response team.

Date: 5+ 6« 7 November 2024
Location: Esch-sur-Alzette (Belval district)

Fees: €1,000 exclusive of tax (including course materials, coffee breaks,
three lunches and one evening meal)

Registration: communication@restena.lu

Information: www.restena.lu/en/event/transits1-2024

The TRANSITS 1 training targets interested IT personnel (SOC members, Project Managers, Risk Managers,
IT Managers, Management) or new CSIRT personnel, who wish to gain a solid understanding of the main
aspects of incident management and incident response.

- Organisational - How CSIRTs fit within their organisations and includes planning the team, defining its constituency,
determining which services to offer, staffing, communicating with external parties, funding, and obtaining management
authority.

* Technical * How intruders attack systems and their motivations, how network protocols can be abused, vulnerabilities
of operating systems and services, denial-of-service attacks, hiding traces, and information gathering techniques.
Includes several practical exercises.

» Operational * The incident handling process from initial reports, through triage, investigation, resolution, closure, to
post-analysis. This includes practical exercises and a survey of useful tools.

« Legal » The European legislation likely to affect CSIRTs in their work, and that operatives should be familiar with: data
protection, computer misuse, network monitoring, collection of evidence, and working with law enforcement agencies.

Schedule
| 5Nov.2024 | 6 Nov. 2024 7 Nov. 2024
9:00 » Welcome, registration 9:00-12:30 9:00- 12:00

L1020 o .  Operational Module (Group 1) » Technical Module (Group 1)
ggcir; %g,gmmgggt%g:ns and *» Technical Module (Group 2) * Legal Module (Group 2)
11:00 - 12:30 » Group Exercise 12:30-13:30 * Lunch 12:30 ¢ Certification and Lunch
12:30-13:30 + Lunch 13:30-17:30

* Legal Module (Group 1)

13:30-17h30 « Organisational Module (Group 2)

« Organisational Module (Group 1)
» Operational Module (Group 2)

17:30 « End of classes
18:30  Dinner

17:30 » End of classes

Objective

To discuss security issues in a secured and trusted environment, whilst
being tutored by seasoned experts of the European CSIRT community.

n To acquire knowledge on incident response.

n To raise awareness on incident response for Management. }/ﬁ//
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REGISTRATION FORM @/

TRANSITS 1
5+ 67 November 2024 | Esch-sur-Alzette res t en d
(Belval district « Building D of the "Terres Rouges" complex) réseau-securite-.lu

Registration deadline: 15 October 2024

Registration form to be send to: Priority given to a selection of institutions operating in education

Fondation Restena and research in Luxembourg and member institutions of CERT.lu
2, avenue de 'Université till 15 September 2024.
L-4365 Esch-sur-Alzette Training Fees: €1,000 exclusive of tax

Non refundable fees.

Email: communication@restena.lu
Payment deadline: 25 October 2024

Attendee personal data

The attendee personal data are processed In accordance with Articles 12, 13 and 14 of the EU Regulation 2016/679 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data (GDPR regulation).

NI ettt e s rte e e s et e e s te e e s saa e s s sa e e e s aa e e e s s e e e s s e e e s sa e e e aae e e sa e e e s s e e e e aaees st e e e aaaeanraeeesataeesraaans
SUIM NI, ciiteeeteictee et eerte e et e e ete e s aeesaeesseessaaessseessaeesaesssaeesaasssesasaeessaasssassstessaesssesnseesseessseensaesnseessesnsans
EMQIL QAAIESS: .ttt s s e be s ebe s e s e s ebe s sessesessasesessesensesensasesessesennesenne
Dietary requirements (i.e. vegetarian, Allergies, BEC.): veereceresssesessscssscasacasacscasssacssesssessssssssssssssssssssasssnsssssasssasases

Organisation data

OrgaNiSALION MAMIE: ..cveeueeeererreereeeeeerteraessesseeseessesesessessessessesssessessessessassssssessessessessessssssesensessassessanns
Billing CONEACE (If different From the Bttendee): weeveeevereerererseserseseseesesessesessesesesesessesessesesssessnsesessesesssesensessasene
Billing email address (if different From the Bttendee): veveererereerererrerersesersesesessesesnesessesesssesessesessesesssessssessnsesennes
SErEELE ANA NUMDEN: ...ttt ettt sttt bbbttt ss st senesssssees
ZIP COAE ANA CILY: cvrreeerereiereeereeeteeeereeereseerestesessesessesessesessesesessesessesessasessssesensesessesessnsesensesensesenes
VAT 1dentifiCation NUMDET: .....couiiriieeieieirteeeirietreeeieiststs et stseseeseasasasesesesssssstsssesesesssssssssassssnes

PEP POl IAENEIFIET (ENAPOINtD)®: eieeieveeieririrceiererererererereseesesessessesessessesssessessessssessessensasensessensasensensosens

* Mandatory for organisations wishing/needing to receive electronic invoices via the European Peppol network.

[] 1 hereby confirm that | am at least 18 years old, | consent to the processing of my personal data for the
purpose of the organisation and registration to the Training as described at :
https://www.restena.lu/en/event/transits1-2024/Personal-Data-Processing

[] 1 would like to receive information about Future events for research and education in Luxembourg.

Registration form signed by (ENE AtEENAEE): ....cceeiieiieeiieeieerteetueeeeaeraeeeeeeeeeeeeeesessesseassesseessesseessssassessesssanns

Signature:

Place of SIgNAtUre: ......ccceeeeeeeeeeeeeeeeeeeeeeneeeaneens Date:.......... A /2024
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