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Who is LuCy & who is Restena?
%restena

 National Research & Education Network </

* Small institution serving a large community (>150 institutions, >80k users)

« Community

From primary school up to the universities and public research centres and
more

* LuCySe4RE
* Project to improve overall cybersecurity
* TLDR: Open-Source SIEM Se4RE
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Why LuCy?

%’restena

« R&E in Luxembourg = small institutions
 Lack of skills & budget

 New EU directives (NIS2 and many more)

Se4RE
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LUCYSe4RE: Ste




Restart: let’s have baby steps, LuCy!

Quantity @ Retention g Alerting




Assessing the R&E sec

i
|

Restena CISO

&

R&E Institution CISO

Achieving Level 1:

Level Description for GEANT* Security Baseline scheme

1ISO27001:2022

Baseline Level 1 Scope: minimum requirements for each organisation

*

Scope: medium to large organisations or organisations that offer

Advanced Level 2 : : . :
important services or providing access to research collaborations.

https://security.geant.org
/baseline/

Scope: organisations processing sensitive and critical information or

Expert Level 3 providing essential services and infrastructure




Assessing the R&E security maturity level

* The requirements identified during the proposal are confirmed here

« A lot of effort has already been put in

Risk Management Regulq’rory and Business Ccm’rmufry
Privacy Planning

« Some weak points taken from the security maturity assessment to highlight are:

Training & Incident Vulnerability Security
awareness Management Management Best Practices

« SO we're on frack! Let’s go!
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What is LuCy?

ﬂ « Open Source technologies*
-

* New & reused hardware

 On-premises

|

NREN Community

999999

R&E institutions

J * Centiralised security solution for R&E
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How does LuCy help?

 Low costs for R&E institutions

» Detection of sector specific threats

 Adapted to R&E needs

[@ 3939999 J « Compliant with new EU directives

R&E institutions
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The inner workings of LuCy
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LuCy hits puberty
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What's to come! LuCy'’s future

« August 2026 - End Of EU funding
 Anomaly Detection

- Case management

* Integration of Flowintel flowintel

* Threat Intel / IOC

 Evaluation of commercial feeds

* Improve scoring mechanism

LuCy @ Bsides Luxembourg 26 14



Planned outcomes and sur

« SIEM with tooling

 Formal education activities
o Lectures on incident mgmt

o Digital Learning Hub lectures

* AWdreness

o Tip-sheets & Posters

o Conferences

Cyberday.lu & DataPrivacyDay.lu

o Protecting the most vulnerable

o Web-filtering for >50k students

Data Privac
29.01-2024

Take control
of your privacy

Free registration on dataprivacyday.lu
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Tip sheet
BACK UP YOUR DATA SAFELY
Cata s avial elerent anda valuable aset of modern soiety. Thef

loss can not only cause significant damage, for example in financil
terms, butalso disrupt business operations ortrade.

itis [ost or damaged - is threfore essentia for both businesses and
individuals, who are alo facing storage challenges.

Definition of successful backup

storage media are required.

Why backup?

liabil
loss,
Reliable backup Secure backup Efficient backup
Backed up data s recoverable N
consistently and accurately.  against unauthorized access, during backup o restore, and
Regular backups, oneorseveral s integrity is quaranteed, and  network bandwidth all need to
duplications from a primary  encryption and access controls  be optimizec
e or several  are use prevent data
locations  and secondary  breaches and data leaks.

to-day activites:
+ Any compuer o ts components - such as hard drives ~
allre),

‘Anyone can be a victim of a cyber-attack (security threa

disasters).

—» IFyour data is lost, deleted or corrupted,
backup is your only ally.

€ Conyright Retens Foundation - December 2023 | vnnsrestensu

- Anyone can make mistakes (mishandiing or accdental eletion of s, etc)

 Disasters always occur at a time when they are least

day-

may fal (software or hardware

)
expected (dsasters or natural

Z

restena
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Fondation Restena

Date! CyberDay.Iu - 7th edition - 10 Oct. 2024

@ The #cybersecurity event for #re: and #education in #Luxembourg by
@restena is back as part of the #europeancybersecuritymonth and CYBERSECURITY
Luxembourg.

@ The full programme and the free registration process will be available after the
summer break at

@circl

CyberDay-1u

10 October 2024
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© Choose a strong and unique password

© The password foryour professional email account must ©
© be complex (mixing letters, numbers and symbols),
unique and changed on a regular basis.

© Alo, if you receive an email from a known institution)’
© company/bank and you are not sure of its legitimacy,
£ check with this insttution through other means of
* communication (by telephone for example) or by
visiting it offical website.

Tip sheet
BEST PRACTICES
FOR EMAIL HYGIENE

rder and del v i
and many other ems. Managing your electronic mail (emai) , it

making the securing of exchanges and personal data protection
challenge. Best practices, known as email hygiene, should therefore

‘emal address tself. +

Protecting and securing your professional email address

Your institution or establishment has assigned you an email address. As such, you represent both it and
yourself. Responsible use is therefore essential to, in particular, lend credibilty to your communications

of the institution or establishment you belong to.

3) enhanced information securky, educed risk of hacking

Erin

1fthe option s offered and avaiable on your email inbos,
activate two factor authentcation (2FA)For 3 extra ayer
o security,

Report any suspicious emails.

Fan email seems suspicious or fraudulent to you, report.
it to your IT department, or to Restena Foundation's

slightest doubt, even i it seems pointless to
those responsible for security can judge the relevance.
© of the information.

Reparting suspicious ema onsible approach
Ehat helps ot only protect your own online security but
3150 preserve that of the entir research and education
Communt.

it

¥ oigyou knowr

d your

 Store yourpassword i plain text’
* Don't write down your passwords in plain text on
2 notepad or post-it note, and do not save them in a
 text document or spreadsheet on your computer or
smartphone

8 account andjor privacy breach

Erint

Manage your passwords with a password manager. The
open ol dantHcaton platiorm Passhol for Sample,
developed i Lixembous,

© Open suspicious attachments and links

© Be wary of emails from unknown or unusual sources.

© Is the sender unknown to you, is the email subject
alarming, and/or are you recelving an unexpected

attachment? Don't click on unsolicited links and don't
en attachments.

phishing attempt, virus

Eript

Do ouhave doubtssbout an el Report it 5 sspicious
andhen delere § mmediately.

of antispam and anti-phishing security

s is 3 resp

~ S




Planned outcomes and surprises

« More formal education activities

o Lectures on Ansible, Email forensics, DNS
Security, IPvé & security ...

 TALON cyber-crisis exercise

o From zero to game-master in a few
weeks

, « BENELUX Security and Privacy Meeting co-
il founder

* LuCy implemented on Luxembourgish
cyber-range for Cyber-fortress exercise

LuCy @ Bsides Luxembourg 26 16



Wrapping up - Prepare for the worst? We're on the way!

Incident
response

Monitoring &
Evaluation

Best practices &

A Training
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Security Baseline &
Governance
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Wrapping up!

We didn't just build a SIEM — we built a foundation for long-term cooperation in
cybersecurity with peers — who wanted!

Open-source SIEM is a viable and effective alternative. Collaboration significantly
amplifies impact. Technology alone is not enough—people and processes matter.

LuCy demonstrates that it is possible to build effective, sustainable, and
collaborative cybersecurity solutions through open-source and shared effort

The success is the team that kept going despite the fallbacks!




Thank you!
Questions?

And yes, we do have
our SOC now!

\

tresiena
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This is a real building set, not generated by Al |
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